Privacy Policy
Last Updated: July 5, 2026

GRC Pathways ("we," "us," or "our") is committed to protecting and respecting your privacy. This Pri-
vacy Policy explains how we collect, use, disclose, and safeguard your information when you visit our
website, grcpathways.com, and use our services, including our Compliance Solutions, Managed IT

Services, and Cybersecurity Solutions.

By accessing or using our website and services, you agree to the terms of this Privacy Policy.

1. Information We Collect

We may collect personal and non-personal information in several ways:

A. Personal Data Provided by You

This includes information that identifies you as an individual or relates to an identifiable individual,
such as:

« Contact Information: Name, job title, company name, email address, postal address (if provided),
and phone number (collected via contact forms, service inquiries, event registrations, or newsletter
subscriptions).

« Account and Authentication Data: Usernames, passwords, multi-factor authentication (MFA) de-
tails (where applicable), and other information used to access client portals, ticketing systems, or
managed services.

 Business and Service Information: Information you provide about your organisation’s IT environ-
ment, compliance status, security requirements, project requirements, vendor details, and related
communications.

« Communications: Copies of emails, chat messages, meeting notes, support requests, and other
communications you send to us.

+ Billing and Transaction Data (if applicable): Invoice details, payment status, and associated con-
tact details (we do not intentionally collect full payment card details unless explicitly required and
securely handled by our payment provider).

B. Automatically Collected Data

When you visit our website, our servers and service providers may automatically record certain infor-
mation, including:

« Log and Device Data: IP address, browser type and settings, device type, operating system, date/
time stamps, referring URLs, and pages viewed.

« Usage Data: Interactions with pages and content, clickstream data, and approximate location de-
rived from IP address.


https://grcpathways.com/

« Cookies and Similar Technologies: Cookies, pixels, local storage, and similar technologies used
to operate the website, remember preferences, enhance user experience, and analyse website per-
formance and marketing effectiveness.

C. Information We Collect From Third Parties

We may receive information about you from third parties, for example:

 Business Referrals and Partners: When a partner, reseller, or referrer introduces you to us.
 Publicly Available Sources: Such as company websites or professional networking platforms.

« Our Service Providers: Such as analytics, hosting, CRM, marketing, and security providers that
help us operate and protect our services.

D. Sensitive Data

We do not intentionally collect special category data (such as information about health, political opin-
ions, religion, or biometrics) through our website. If you provide such information, you consent to its
processing only to the extent necessary to address your request or provide services, and we encour-
age you not to include such information unless requested.

2. How We Use Your Information

We use (process) your information for the purposes described below, where permitted by applicable
law:

» To provide and manage services: Delivering our Compliance Solutions, Managed IT Services, and
Cyber Security Solutions (including Cybersecurity as a Service (CSaaS)) and performing related on-
boarding, administration, and account management.

« To respond to requests and provide support: Handling enquiries, proposals, statements of work,
support tickets, troubleshooting, and customer communications.

« To operate, maintain, and improve our website and services: Monitoring performance, diag-
nosing issues, analysing usage patterns, and developing new features and offerings for SME and
mid-market clients.

 For security, fraud prevention, and abuse monitoring: Protecting our website, systems, em-
ployees, and customers; investigating suspicious activity; and enforcing our policies.

» For compliance with laws and obligations: Meeting legal, regulatory, and contractual require-
ments, including record-keeping and responding to lawful requests.

« For marketing and business development: Sending updates about services, security and compli-
ance insights, events/webinars, and relevant content (you can opt out at any time).

« To manage our relationships and business operations: Including internal reporting, forecasting,
and maintaining business records.

Where we rely on consent (for example, certain marketing communications or optional cookies), you
can withdraw your consent at any time.



3. Legal Basis for Processing

We process personal data in accordance with the UK General Data Protection Regulation ("UK GDPR")
and the Data Protection Act 2018. We rely on one or more of the following lawful bases (as applica-
ble):

« Consent: Where you have given clear consent for a specific purpose (for example, optional cook-
ies or certain marketing communications).

« Contract: Where processing is necessary to perform a contract with you or to take steps at your
request prior to entering into a contract.
« Legal Obligation: Where processing is necessary to comply with a legal obligation.

+ Legitimate Interests: Where processing is necessary for our legitimate interests (for example, op-
erating our business, improving our services, and maintaining network and information security),
provided those interests are not overridden by your rights and interests.

If you have questions about the lawful basis for a particular processing activity, please contact us us-
ing the details in Section 11.

4. Data Sharing and Disclosure

We do not sell your personal data. We may share your information in the following circumstances:

« Service Providers (Processors): Third-party vendors and platforms that help us operate our web-
site and deliver services (for example, website hosting, analytics, CRM, ticketing, email delivery, se-
curity monitoring, document management, and other IT infrastructure providers). These providers
are authorised to process personal data only as necessary to provide services to us and are subject
to appropriate confidentiality and data protection obligations.

« Professional Advisers: Such as lawyers, auditors, insurers, and accountants where necessary for
professional services.

« Compliance, Law Enforcement, and Regulatory Requests: Where required by law or where we
reasonably believe disclosure is necessary to comply with legal process, respond to lawful re-
quests, protect rights and safety, prevent fraud, or address security issues.

« Business Transfers: In connection with a merger, acquisition, financing, reorganisation, sale of

company assets, or transition of service to another provider. We will take steps to ensure appropri-
ate protections and notifications where required.

We may also share aggregated or de-identified information that cannot reasonably be used to identi-
fy you.

5. Data Security

As a cybersecurity provider, we implement appropriate technical and organisational measures de-
signed to protect personal data against accidental or unlawful destruction, loss, alteration, unautho-



rised disclosure, or access. Measures may include access controls, encryption where appropriate, vul-
nerability management, logging/monitoring, and staff training.

However, no method of transmission over the internet or method of electronic storage is 100% se-
cure. You are responsible for keeping any account credentials confidential and for using strong pass-
words and (where available) multi-factor authentication.

6. International Data Transfers

Your personal data may be processed in the United Kingdom and, depending on the service
providers we use, in other countries. Where personal data is transferred outside the UK to countries
that do not provide an adequate level of protection, we use appropriate safeguards in accordance
with UK GDPR, such as the UK International Data Transfer Agreement (IDTA), the UK Addendum to
the EU Standard Contractual Clauses (where relevant), or other lawful transfer mechanisms recog-
nised under UK law.

If you would like more information about our international transfer safeguards, please contact us us-
ing the details in Section 11.

7. Data Retention

We retain personal information only for as long as necessary for the purposes described in this Priva-
cy Policy, including to:

 provide services and maintain our relationship with you;
« comply with legal, regulatory, accounting, and tax requirements; and

« establish, exercise, or defend legal claims.

Retention periods vary depending on the type of data, the purpose of processing, and applicable le-
gal requirements. Where possible, we will delete, anonymise, or securely archive information when it
is no longer needed.

8. Your Rights
If UK GDPR applies, you may have the following rights regarding your personal data:

» Access: The right to request access to your personal data.

« Correction: The right to request that we correct inaccurate or incomplete data.

« Erasure: The right to request deletion of your personal data in certain circumstances.
 Restriction: The right to request restriction of processing in certain circumstances.

« Portability: The right to receive certain personal data in a structured, commonly used format and
to have it transferred to another controller where technically feasible.



« Objection: The right to object to processing based on legitimate interests, and to object to direct
marketing at any time.

« Withdraw Consent: Where we rely on consent, the right to withdraw it at any time (without af-
fecting the lawfulness of processing before withdrawal).

To exercise your rights, please contact us using the details in Section 11. We may need to verify your
identity before responding.

You also have the right to lodge a complaint with the UK supervisory authority, the Information Com-
missioner’s Office (ICO): https://ico.org.uk.

9. Third-Party Links

Our website may contain links to third-party websites, plug-ins, or services (for example, social media
platforms or partner websites). If you follow those links, the third party may collect information about
you. We do not control and are not responsible for the privacy practices or content of those third
parties. We encourage you to read the privacy policies of any website or service you visit.

10. Changes to This Policy

We may update this Privacy Policy from time to time to reflect changes in our practices, technology,
or legal obligations under the laws of England and Wales, including the UK GDPR and the Data Pro-
tection Act 2018. We will post the updated policy on this page and update the "Last Updated" date
above. If changes are material, we may also provide additional notice where appropriate (for example,
via the website or email where we have your contact details).

11. Contact Information

If you have questions or concerns about this Privacy Policy, our data practices, or if you want to exer-
cise your privacy rights, please contact:

GRC Pathways

Website: grcpathways.com
Email: privacy@grcpathways.com

If you contact us, please include sufficient information for us to verify your identity and understand
your request.
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